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Definitions

high-integrity protection system

HIPS

Safety instrumented system (SIS) that is designed, built, and maintained to a sufficiently high safety integrity
level (SIL) to protect equipment against exceeding the design parameters.

high-integrity pressure protection system

HIPPS

A high integrity protection system (HIPS) designed to prevent overpressure of equipment and/or piping in
lieu of or in combination with a pressure-relief device.

3.1.69

safety instrumented system

SIS

highd . .

HIPS

System composed of sensors, logic solvers, and final control elements for the purpose of taking the process
to a safe state when predetermined conditions are met.

NOTE Other terms commonly used for an SIS include emergency shutdown system (ESD, ESS), safety
shutdown system (SSD), and safety interlock system (see E.3.3.1).
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4.4.7 Overfilling

4.4.7.1 General

Many process or surge vessels, including columns and towers, have a liquid level present during normal,
start-up, or shutdown conditions. Experience has shown that this equipment can be overfilled under certain
conditions. If the source pressure of a liquid feed or supply line can exceed the relief device set pressure
and/or the design pressure of the equipment, then overfilling shall be evaluated. System design options to
deal with liquid overfill include but are not limited to:

a)
b)

c)

increasing the system design pressure and/or PRD set pressure within pressure design code
allowances;

designing a pressure-relief system that can safely accommodate the overfill (including the effects of
operator intervention response as discussed in 4.2.5);

installing a safety instrumented system (SIS) or high-integrity protective system (HIPS) to prevent the
liquid overfill (see Annex E for additional information en-SiSs).

4.4.7.2 Mitigation Measures

When designing the system to mitigate liquid overfill, the following can affect the design and shall be
evaluated:

a)
b)
a)

b)

risk of failure of the operator to respond properly;

operator training and operating procedures that include the expected response of instrumentation;
EXAMPLE A differential pressure or displacer-level measurement will read low compared to actual
level if the

fluid-specific gravity is less than the design-specific gravity. This can mean that the indicated level

cannot reach 100 % even

if the actual level is well above the measured range.

availability of instrumentation that is required for adequate operator intervention;

availability of instrumentation that is required for SIS or HIPS response;
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Annex E
(informative)

High-integrity Protection Systems (HIPS)'

E.1 Introduction

Traditional methods of pressure relief employ a mechanical device such as a PRD to prevent the pressure
in any-piece-of equipment from exceeding the maximum allowable accumulated pressure. As discussed in
section 4.2.6, where overpressure protection via mechanicaldevice PRD is impractical, a different approach
to overpressure protection is the use of an instrumented system. HIPS involve an arrangement of instruments,
final control elements (e.g. valves, switches, etc.), and logic solvers configured in a manner designed to
mitigate overpressure incidents by removing the source of overpressure or by reducing the probability of an
overpressure contingency to such a low level that it is no longer considered to be a credible case. The
rationale of using HIPS should be documented and approved by the owner/operators which-inline to ensure
it aligns with requirements specified in codes for of construction.

g%eatepthan—a—meehameal—pehef—dewee—HewevelLThe appl|cat|on of HIPS reqwres a number of speC|aI

procedures within the design process to ensure an adequately safe HIPS design and it requires particular
attention during its operational life such as maintenance, testing and inspection. For these reasons, the
decision to implement a HIPS on a given project should be made with a great deal of caution and careful
consideration. Note that it-can—be a higher level of integrity may be necessary for the HIPS required

overpressure-protection availability to-be-higher than that provided by a single mechanical relief device.

This annex provides a discussion of the elements of a HIPS, the applicable codes and standards associated
with HIPS and the procedures which should be followed when implementing HIPS.

E.2 Background
E.2.1 Elements of a HIPS

A HIPS includes field instruments (e.g. sensors), logic solving devices (e.g. safety system logic solver, relays,
etc.), final control elements, power supply and inspection, testing, and maintenance procedures. The
boundaries of a HIPS incorporate all aspects from the sensor to the final element. In addition to automatic
activation of HIPPS HIPS, previding a supplemental manual activation of HIPPS HIPS ean-be-considered may

also be provided;-eitherthrough-manual-activation-of ESD-system-or-any-othermeans.

E.2.2 Application of HIPS
E.2.2.1 Principal Uses

There are six principal uses of a HIPS:

! This document does not differentiate between High Integrity Protection System (HIPS) and High Integrity Pressure
Protection System (HIPPS).



This document is not an API Standard; it is under consideration within an API technical committee but has not received
all approvals required to become an API Standard. It shall not be reproduced or circulated or quoted, in whole or in
part, outside of APl committee activities except with the approval of the Chairman of the committee having jurisdiction
and staff of the API Standards Dept. Copyright API. All rights reserved.

a) to eliminate a particular overpressure scenario from the design basis of the relief device.

b) to reduce the required flowrate for a credible scenario to a rate within the capacity of an one or more existing
relief devices.

c) to eliminate the need for a particular relief device.
d) to provide system overpressure protection where a relief device is ineffective erundesired.

e) to reduce the probability that several relief devices will have to operate simultaneously, thereby allowing for
a reduction in the size of the disposal system (e.g., reduce the flare backpressure or radiation).

There is a large amount of overlap between these principles of HIPS applications; a particular application of
HIPS can pertain to more than one of the above categories.

In some situations, the provision of a HIPS to-aveid-mere-extensiverelief-system-or-flare-meodifications-or
design-may-be-a-more-cost-effective-option—can be a more cost-effective option by avoiding more extensive
relief system or flare modifications or design. Both initial and life cycle costs associated with testing and
maintenance should be considered. Fhe—provision—eof-a—HIPS—involves—beoth—initial-and-life-cycle—costs
associated-with-testing-and-maintenance—Moreover, HIPS can be designed to achieve a higher level of
availability-and reliability than a mechanical relief device by using components designed to have very low
failure-to-danger rates and that are designed to primarily fail safe by incorporating appropriate levels of
redundant instrumentation and by ensuring that the HIPS is inspected and tested on a regular basis. Thus, a
HIPS can be used as a risk-reduction measure for partlcularly high-risk process umts (e. g- those that mvolve
acutely toxic materlals) A :

Note, however, that the lifeeyle lifecycle management and ongoing cost of ownership of a HIPS should be
taken into account. This includes costs of routine testing of the HIPS versus routine PRD maintenance. This
ongoing cost rises dispropertionately with the SIL level (see 3.1.71, 3.1.72, and E.3.3.2).

E.2.2.2 Important Considerations

Some important considerations in HIPS design and implementation are-as-fellows include, but are not limited
to:

a) The HIPS may reduce the sources of overpressure, but not completely eliminate them. For example,
successful operation of a HIPS system to shut off fuel to a fired heater does not eliminate all heat flux
to the heater tubes since there is residual heat contained in the furnace-wall refractory.

When HIPS are installed to reduce the total requwed capamty of the fIare or dlsposal system, other
loads, such as those resulting from basic process control system activation, residual energy sources,
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d)

e)

or other relief sources, may still be present and should be analyzed. See Section 5.3.4.3 for details
around refinement of disposal system design load.

Activation of H
associated hazards.

The likelihood and consequence of the failure of a HIPS to properly function should be considered
evaluated and compared to the owner’s risk management criteria when deciding whether a HIPS is
an acceptable mitigation prevention approach for the application under consideration. See Section
E4.2.

The likelihood and consequence of HIPS activation when not needed (spurious trip) should be
evaluated. A spurious trip may result in unplanned unit shutdowns (and subsequent startups) creating
additional opportunities for other overpressure scenarios and additional environmental discharges
associated with both.

HIPS components should be independent of initiating causes and other safeguards.

HIPS should be designed with consideration for the instrumented system response time required to
prevent overpressure.

Selection of instrumented system trip points should consider response time while minimizing the
potential for spurious trips due to normal process variations. A safety factor may be applied to the
determined minimum response time that considers the degree of uncertainty in predicting that time.
Operational experience, modeling, or other means can be used to determine an appropriate
instrument response time.

E.3 Relevant Regulations and Industry Standards
E.3.1 General

The user should obtain the latest edition of the documents referenced in this annex and review local
jurisdictional applicability.

Relevant international-standards references include but are not limited to the-fellowing: those listed in Table

EA1.

Table E.1 — Industry Codes, Standards, and Practices

Applications Relevant Industrial Std Industry Codes, Standards,

and Practices

Pressure vessels - ASME Section XllII, Part 13

- PEDPressure Equipment Directive 2014/68/EU
Chapter 1, and-Article 2 (HIPS referred to as
SRMCR)

- EN764-7

Safety Instrumented ation system - IEC 61508

- IEC61511-1 (ANSI/ ISA 61511-1)
- |0OGP 443
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Offshore facilities - API14 C (Annex E)
- API170
- _API17V

E.4 Procedures for Applying HIPS
E.4.1 General

The use of HIPS for any particular application has both advantages and disadvantages. Thus, for a given
case, it is necessary to weigh the risk versus the benefit and make a well-considered, informed decision as to
whether HIPS is the best option.

Table E-1 E.2 — SIL and Average Probability of Failure of on Demand

Safety Integrity Level (SIL) SIS Performance Requirements

Average Probability of Failure on Demand

ISA 61511-1 IEC 61508 PFDavg

1040102
>102to < 10"

10240402
2 2 >10-3 to < 102

1024040
3 3 >10 to < 102

<104
>210°%to <10

- <10-S

E.4.2 Safety Integrity Level (SIL) Assessment Assignment-or-Availability Value

In accordance with ANSI/ISA 61511-1, a necessary step in SIS design is to set determine a target SIL er

availability and probability of failure on demand value-targetforsystem-design. The system is assigned as a
SIL-1, SIL-2, er SIL 3 or SIL 4 system with SIL 34 being the most robust and most rellable and SIL-1 belng

the Ieast A

3system The determlnatlon of target SIL for a given system is dependent upon the rlsk assomated W|th the
hazard that the system is protecting against, that is, the likelihood of the initiating and contributing events, the
magnitude of the consequences, and the credit that can be taken for other safeguards. The SIL assignment
should be performed by a multidisciplinary team.

The acceptability criterion for HIPS performance is expressed in terms of the SIL level, which corresponds to
a level-of system-availability probability of failure on demand (i.e. the probability that the system will not work
properly when needed). Each case should be examined individually to determine the appropriate response.
The selected SIL for a given system is dependent upon a number of factors, including the following:

a. I|keI|hood of an |n|t|at|ng event placmg a demand on the HIPS4n—the4mst—pIaee—9e—the—H<el+heed—ef
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b. consequences of a failure of the HIPS, given that a demand has been placed on it,
c. risk tolerance of the user,
d. requirements from local jurisdictional authorities.

E.4.3 Conceptual Proposal of HIPS Configuration

After a target SIL er—availability and probability of failure on demand wvalde has have been assigred
determined, a base case HIPS configuration should be devised, with the intention of arriving at a system
configuration that meets the availability probability of failure on demand requirement associated with the
assigned SIL. At this point, a base case maintenance/testing interval for the individual components of the
HIPS should be decided as well. The base case configuration and test data then serve as the basis for the
next step in the work process, the Safety Integrity Level (SIL) analysisverification, which includes evaluating
the system performance and establishing test intervals for the proposed configuration.

E.4.4 HIPS Safety Integrity Level (SIL) Analysis Verification

The purpose of the HIPS Safety Integrity Level (SIL) Analysis verification is to evaluate the system
performance of the proposed configuration. The Safety Integrity Level (SIL) should utilize standard
techniques, such as fault tree analysis (see ISA-TR84.00.02). In addition to considering the integrity of the
hardware, which is addressed in part by suitable scope and frequency of testing, the potential for human error
and other sources of systematic failures throughout the system lifecycle should also be considered. The result
produced is compared against the performance requirement associated with the assigned SIL to determine if
the proposed system is acceptable. If the proposed system does not meet the performance requirement, then
it is necessary to modify the system configuration.

Failures can occur in HIPS during operation. Failures which are not detected prior to a demand can lead to a

failure of the HIPS to bring the process to a safe state. Failures can be either immediately detected, where
the failures is revealed to operations, or undetected. The undetected failures can be detected through
diagnostics, proof testing, or preventive maintenance. Safety Integrity Level (SIL) calculations estimate how
often the diagnostics, proof testing and preventive maintenance need to be performed. Requirements are
found in the relevant SIS standards (see Table E.1). Other considerations such as actual performance
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records, manufacturers manuals, and safety manuals should be considered also when determining the tasks

and frequency of the testing and maintenance.

The designer considering including a HIPS in the facility overpressure protection system should consider the
impact of required proof testing on the design and feasibility of the HIPS including:

E.6

Does the frequency and duration of the HIPS testing and/or maintenance render the HIPS unavailable

for an unacceptable duration {ies—ean—the—+required—availability—still-be—met-when—considering
unavailability forprooftesting)? Does the overpressure protection design require alternative

protection during HIPS testing and/or maintenance or does the process need to be shut down?

Will the required proof test interval in relation to the process unit shutdown frequency allow for testing
during process unit shutdowns or does the required proof test interval drive the need for on-line testing
of the HIPS?

Are facilities to allow on-line proof testing of the HIPS provided in the design (e.g., parallel systems,

bypasses, built-in redundancy)? Do the parallel systems and/or bypasses required for proof testing
introduce unacceptable operational risks and/or system expense?

Documentation

The Safety Requirements Specification (SRS) is the controlling document for design, verification, and
validation of the HIPS in accordance with the project requirements and specifications and the basis for HIPS
performance monitoring and follow-up during the operating lifetime. The safety requirements specification
should meet the requirements of IEC 61511.

E.8 Additional Source Material

Additional source material can be found in Bibliographic ltems [4], [17], [18], [40], [44], [45], [88], [89], [92],
[NEW-1], INEW-2], [NEW-3], [NEW-4] and [NEW-5].
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LIST OF REFERENCES IN API 521 RELATED TO ANNEX E

7™ Ed. Ref Updated Entry for 2023

[4] [4] API Standard 170, Standard for Subsea High Integrity Pressure Protection Systems
(HIPPS)

[17] [17] ASME BPVC, Section VIlI: Rules for Construction of Pressure Vessels

[18] [18] ASME B31 Code for Pressure Piping, B31.3, Process Piping

[40] [40] CCPS, Guidelines for Engineering Design for Process Safety 2ed., 2012, ISBN
9780470767726

[44] [44] CCPS, Guidelines for Safe Automation of Chemical Processes 2ed., 2012, ISBN
9781118949498

[45] [45] CCPS, Guidelines for Enabling Conditions and Conditional Modifiers in Layer of
Protection Analysis, 2013, ISBN 9781118777930

[88] [88] IEC 61508 (all parts) 8, Functional safety of electrical/electronic/programmable
electronic safety-related
systems

[89] [89] IEC 61511 (all parts), Functional safety—Safety instrumented systems for the process
industry sector

[92] [92] ISA TR84.00.02, Guidelines for the Implementation of ANSI/ISA-61511-1:2018, 2020.

NEW-1 [Annex E NEW 1] European Commission, Pressure Erergy Equipment Directive. Directive

2014/68/EU of the European Parliament and of the Council of 15 May 2014 on the
Harmonisation of the Laws of the Member States Relating to the Making Available on the
Market of Pressure Equipment; European Commission: Brussels, Belgium, 2014.

NEW-2 [Annex E NEW 2] European Committee for Standardization, EN 764-7:2002, Pressure
Equipment — Part 7: Safety systems for unfired pressure equipment, 2002.

NEW-3 [Annex E NEW 3] ASME BPVC, Section XllI: Rules for Overpressure Protection

NEW-4 [Annex E NEW 4] API RP 14C, Analysis, Design, Installation, and Testing of Safety
Systems for Offshore Production Facilities

NEW-5 [Annex E NEW 5] IOGP Report 443, High Integrity Protection Systems — Recommended
Practice

NEW-6 [Annex E NEW 6] APl Recommended Practice 17V, Recommended Practice for Analysis,

Design, Installation, and Testing of Safety Systems for Subsea Applications
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