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Introduction 

Computational Pipeline Monitoring (CPM) is a term that was developed by the API to refer to software-
based, algorithmic monitoring tools that are used to enhance the abilities of a Pipeline Controller to 
recognize hydraulic anomalies on a pipeline. These anomalies may be indicative of a pipeline leak or 
commodity release. CPM systems are often generically called leak detection systems. However, pipeline 
leak detection can be accomplished by a variety of techniques such as: aerial/ground line patrol; third party 
reports; inspections by company staff; hydrocarbon detection sensors; SCADA monitoring of pipeline 
conditions by Pipeline Controllers; and software-based monitoring. To provide a clear reference, the term 
CPM was developed to specifically cover leak detection using software-based algorithmic tools. Simple 
monitoring tools such as observations of meter over-short reports, observations of pressure deviations and 
observation of flow rate deviations, without use of an inference engine and alert algorithm, although 
providing valuable information to the Controller, are not considered to be CPM systems because they do 
not meet the definition of CPM. 

This is the first edition of API RP 1130 issued as a recommended practice. The first edition of API 1130 
was published in 1995. The second edition was published in 2002. Between the first and second editions 
and now between the second and this RP, the users of this information (e.g. Pipeline Operators, system 
developers, system integrators and the regulators) have had an opportunity to use and evaluate the 
document. Their suggestions for improvements, correcting of inconsistencies and error elimination have 
been considered and incorporated in this latest edition. 

All editions of this document have been written by Work Groups of the API Cybernetics Subcommittee. The 
purpose of the work was to develop an API recommended practice for CPM as it is used in the liquids 
pipeline industry. This update includes input from all committee members as well as a broad community of 
CPM system developers and system integrators. 

The five-year cycle of re-writing and re-authorizing API RP 1130 is necessary under API standard rules and 
is especially important because the document is referenced in the federal pipeline safety regulations which 
are discussed in the following section. 
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Computational Pipeline Monitoring for Liquids 

1 Scope 

This recommended practice focuses on the design, implementation, testing, and operation of CPM systems 
that use an algorithmic approach to detect hydraulic anomalies in liquid pipelines. The primary purpose of 
these systems is to provide tools that assist Pipeline Controllers in detecting commodity releases that are 
within the sensitivity of an algorithm. It is intended that the CPM system provide an alarm and display other 
related data to the Pipeline Controllers to aid in decision-making. The Pipeline Controllers would undertake 
an immediate investigation, confirm the reason for the alarm and initiate an operational response to the 
hydraulic anomaly when it represents an irregular operating condition or abnormal operating condition or a 
commodity release. 

The purpose of this recommended practice is to assist the Pipeline Operator in identifying issues relevant 
to the selection, implementation, testing, and operation of a CPM system. This RP is intended for pipeline 
controllers and operators, CPM system developers and engineers, and others interested in CPM system 
design, implementation, and operation.  

This RP includes definitions, source and reference documents, concepts of data acquisition, discussion of 
design and operation of a pipeline as related to CPM, field instrumentation for CPM purposes, alarm 
credibility, Pipeline Controller response, incident analysis, records retention, maintenance, system testing, 
training, considerations for setting alarm limits, trending and recommendations for data presentation. The 
relationship between the Pipeline Controller and the CPM system is also discussed. 

This recommended practice was written considering single phase, liquid pipelines. Many of the principles 
apply to liquid pipelines in intermittent slack line flow or liquid pipelines that may have permanent slack line 
flow. Slack line operation creates uncertainties in line pack. This RP also may not apply to the special case 
of determining leaks during shut-in conditions that occur when the line is shutdown (sometimes called static 
conditions).  

It is recognized that no one CPM methodology or technology may be applicable to all pipelines because 
each pipeline system is unique in design and operation.  

This recommended practice complements but does not replace other procedures for monitoring the integrity 
of the line. CPM systems are one part of an operator’s leak detection program. For further information on 
leak detection programs, see API RP 1175. 

1.1 Transportation Systems 

This recommended practice is written for liquid onshore or offshore trunkline systems but much of this 
content may be applicable to other piping systems such as selected gathering systems, production flow 
lines, marine vessel loading/unloading, and tank terminaling operations. CPM has typically been applied to 
steel pipeline systems but may be applied to pipelines constructed of other materials such as PVC, 
polyethylene, fiberglass, and concrete. CPM performance may be limited by the characteristics of these 
materials. 

 



This document is not an API Standard; it is under consideration within an API technical committee but has not received all approvals required to become an API 

Standard. It shall not be reproduced or circulated or quoted, in whole or in part, outside of API committee activities except with the approval of the Chairman of the 

committee having jurisdiction and staff of the API Standards Dept. Copyright API. All rights reserved. 

 

2 Normative References 

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document applies (including any addenda / errata). 

API RP 551, Process Measurement Instrumentation 

API TR 1149, Pipeline Variable Uncertainties and Their Effects on Leak Detectability 

API Std 1164, Pipeline SCADA Security 

API RP 1165, Pipeline SCADA Displays  

API Manual of Petroleum Measurement Standards (sections on metering, calibration and proving) 

CSA CAN/CSA-Z662-031, Oil and Gas Pipeline Systems, Annex E, Recommended Practice for Leak 
Detection 

US DOT 49 CFR (Code of Federal Regulations) Part 1952 

API RP 1175, Pipeline Leak Detection—Program Management 

3 Terms, Definitions, Acronyms, and Abbreviations 

3.1  Terms and Definitions 

For the purposes of this document, the following definitions apply.  

NOTE When identical terms are defined within the task standard and in this section, the task standard definitions 
apply. 

3.1.1  
abnormal operating condition 
A condition identified by the Operator that may indicate a malfunction of a component or deviation from 
normal operations that may: 

a) Indicate a condition exceeding design limits; or 

b) Result in a hazard(s) to persons, property, or the environment. 

3.1.2  
accumulator data 
A SCADA data value that represents an accumulated quantity, usually volume in liquid pipeline service. 

3.1.3  
accumulator freeze 
A feature of some SCADA protocols that allow all volumetric data to be captured at virtually the same time.  

 
1Canadian Standards Association, 5060 Spectrum Way, Suite 100, Mississauga, ON, L4W 5N6, Canada, www.csa.ca. 
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3.1.4  
acoustic CPM 
A CPM system that senses acoustic signals that occur when the pipe wall is compromised and the product 
escapes through a hole in the pipe.  

NOTE Additional description is offered in Annex B. 

3.1.5  
alarm 
A visible and/or audible means of indicating to the controller an equipment malfunction, an analog or 
accumulation process deviation, or other condition requiring a controller’s response.  

3.1.6  
alert algorithm 
A part of a CPM system that evaluates the inferred measurements, compares against the thresholds, and 
issues a CPM alarm.  

3.1.7  
analog data 
A SCADA data value that represents some measured quantity, such as temperature or pressure. 

3.1.8  
analog deadband 
A parameter that defines the increment of change in a value that is significant. 

NOTE See Section 5.2.3 for further information. 

3.1.9  
calibration 
For this document, the activities in which instrumentation and measurement are proved. 

3.1.10  
communication failure 
An interrupt in SCADA messaging usually between the Control Center Computer and the RTU, PLC, or 
Flow Computer.  

3.1.11  
commodity release 
A loss of fluid from the pipeline. 

3.1.12  
computational pipeline monitoring 
CPM 
An algorithmic monitoring tool that alerts the Pipeline Controller to respond to a detectable pipeline hydraulic 
anomaly (perhaps both while the pipeline is operating or shut-in) which may be indicative of a commodity 
release and includes an Inference Engine and an Alert Algorithm. 

3.1.13  
conservation of mass 
The principle as applied to liquid flow in pipelines, that states that the time rate of mass inflow to a pipe 
segment minus the time rate of mass outflow equals the time rate of mass increase (decrease is considered 
as a negative increase) in the pipe segment. 

3.1.14  
data archiving 
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A SCADA system feature that records data in an historical database under some pre-defined data 
management process. 

3.1.15  
data quality 
A SCADA system feature that creates status bits that are attached to reflect the validity of process data. 

3.1.16  
drag reduction agent 
DRA 
An additive used in liquid pipelines to reduce friction loss. 

3.1.17  
event log 
A SCADA system feature that creates a permanent record of changes to the pipeline and the system’s state 
in chronological order.  

3.1.18  
false alarm 
A commodity release alarm which, after investigation, was not caused by an actual commodity release. 

3.1.19  
filter 
A device or algorithm to remove unwanted components from a process signal. Also called signal 
conditioning.  

3.1.20  
fluid properties 
The characteristics of the fluid that describe its hydraulic behavior including: density; viscosity, 
compressibility (or bulk modulus); coefficient of thermal expansion; thermal capacity.  

3.1.21  
historical data 
Data that have been retained for later retrievable, typically maintained by a SCADA system’s data archival 
subsystem. 

3.1.22  
hydraulic anomaly 
An irregular operating condition on the pipeline or abnormal operating condition that is explainable through 
the systems hydraulics. 

3.1.23  
inference engine 
A part of the CPM system that accumulates data, performs calculation and provides outputs to the alert 
algorithm. 

NOTE Additional description is offered in Annex B. 

3.1.24  
irregular operating condition 
An infrequent event during which the pipeline may be operated in a way that is not normal and may require 
re-tuning the CPM. 
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3.1.25  
leak declaration 
The declaration that is made if a Pipeline Controller has reasons to suspect that a commodity release is 
occurring on the pipeline. 

3.1.26  
line balance 
Comparison of the measured volume or mass entering the system to the measured volume or mass exiting 
the system or meter-to-meter reading comparison utilizing conservation principles.  

NOTE Additional description is offered in Annex B. 

3.1.27  
manual data override 
When manual entries are input in lieu of actual field data values.  

3.1.28  
negative pressure wave CPM 
A CPM system that senses the pressure wave signal that occurs when the pipe wall is compromised and 
the product escapes through the hole in the pipe. 

3.1.29  
noise 
An unwanted component in a process signal. 

3.1.30  
pipeline controller 
controller 
A person who is responsible for the monitoring, or monitoring and direct control of a pipeline. 

3.1.31  
pressure/flow monitoring CPM 
A CPM system which examines the relationship between pressure and or flow changes and applies an 
algorithm to determine if they indicate an anomaly.  

NOTE Additional description is offered in Annex B.  

3.1.32  
protocol 
The specifications of the message structure between RTU or PLC and Control Center Computer are 
collectively referred to as the communications protocol.  

3.1.33  
rate of change 
ROC 
A calculated value that reflects the change in an analog data value per unit time. 

3.1.34  
real time transient model (RTTM) CPM 
A CPM system which monitors instrument data and physical characteristics of the pipeline and fluids 
transported, then employs hydraulic calculations to determine the in/out balance, inventory, and 
instantaneous flow in segments of the pipeline. 

NOTE Additional description is offered in Annex B. 
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3.1.35  
return to normal 
The transition from alarm to normal state that signifies that an alarm condition has ended. 

3.1.36  
remote terminal unit 
RTU 
A SCADA system component, typically installed at a field site, that gathers process data from sensors for 
transmission to the Control Center Computer. 

3.1.37  
report-by-exception 
A feature of some SCADA communication protocols that intends to improve communication efficiency by 
reporting only the data that has changed since the previous poll. 

3.1.38  
supervisory control and data acquisition 
SCADA 
The technology that makes it possible to remotely monitor and control pipeline facilities. 

3.1.39  
scan time 
The time interval between two consecutive polls to Data Acquisition Devices on a SCADA communication 
channel. 

3.1.40  
segments 
A shorter part of a pipeline section often bounded by instrumentation  or other physical features of the 
pipeline. 

3.1.41  
sensitivity 
A composite measure of the size of a leak that a CPM system is capable of detecting and the time required 
for the system to issue an alarm in the event that a commodity release of that size should occur.  

NOTE This term is fully defined and discussed in Annex C. 

3.1.42  
shut-in 
A pipeline that is not operating (fluid is not entering or leaving the pipe) at the time it is shut-in. 

3.1.43  
single phase 
A fluid state, either liquid or gaseous, based upon commodity, vapor pressure, pipeline pressure and 
temperature. 

3.1.44  
slack line 
The condition where a pipeline segment is not entirely filled with liquid or is partly void. May also be called 
column separation. 

3.1.45  
statistical analysis CPM 
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A mathematical method of handling the CPM related instrument outputs from the pipeline. Statistical 
analysis CPM systems can utilize either Conservation of Mass techniques or Signature Recognition 
techniques or both techniques. 

NOTE Additional description is offered in Annex B. 

3.1.46  
status data 
A SCADA data value that represents the operational state of an item of field equipment. 

3.1.47  
steady state conditions 
The pipeline hydraulic condition that exists when all the pipeline operating parameters remain nearly 
constant over a period.  

3.1.48  
system 
An entire entity such as a complete pipeline. Segments are a subset of a system. 

3.1.49  
threshold 
An upper or lower established value for a parameter which may be fixed or dynamic. 

3.1.50  
time skew 
The variation in reporting times from one Data Acquisition Devices to another in a polled SCADA 
communications protocol.  

3.1.51  
time tag 
A SCADA system feature that records the time that a measurement or event occurs along with the data. 

3.2 Abbreviations and Acronyms 

For the purposes of this document, the following abbreviations and acronyms apply. 

CPM  Computational Pipeline Monitoring 

DRA  Drag Reduction Agent 

MVB  Modified Volume Balance 

PLC  Programmable Logic Controllers 

ROC  Rate of Change 

RTTM  Real-time Transient Model 

RTU  Remote Terminal Unit 

SCADA  Supervisory Control and Data Acquisition 

4 Technical Overview 
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This section discusses the generic types of CPM technologies and applications, provides a list of 
desirable CPM features, and mentions important issues concerning the fluids transported. 

4.1 Selection Consideration 

Each CPM methodology contains different combinations of features with varying degrees of capability 
and sophistication. Under appropriate circumstances, commodity release detection can benefit by 
employing multiple CPM techniques or applications for validation or redundancy. The independence of 
techniques used in some methodologies potentially allows for independent validation or redundancy.  

CPM systems are installed to detect pipeline leaks. Before installing a CPM system, the following should 
be considered: 

— instrumentation capabilities 

— communications reliability 

— pipeline operating condition 

— pipeline physical constraints and characteristics 

— product type 

— commodity fluid/thermodynamic properties 

— technical maturity level 

4.2 CPM System Features 

The following is a list of desirable CPM features and functionalities that improve performance and / or add 
utility.  

The CPM features listed below are not in any order nor is there any attempt to weight the importance of 
each. No one methodology or application possesses all these features and certain features may be more 
appropriate for specific pipeline systems. 

The CPM system may: 

— Be able to perform its CPM functions with existing sensors and instruments (or does not have special 
or additional requirements for instrumentation). 

— Be minimally impacted by communication outages or by data failures, however, provide alarming 
based on a degraded mode of operation and during an abnormal operating condition (see Section 
6.1.1). 

— Accommodate complex operating conditions and be configurable to complex pipeline networks. 

— Be available and reliable during transients. 

— Perform an imbalance calculation on meters over a configurable set of time constants. 

— Possess dynamic alarm thresholds. 

— Possess dynamic liquid pack. 
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— Accommodate commodity blending. 

— Account for heat transfer. 

— Provide the pipeline system's real time hydraulic pressure profile, recognizing MAOP and elevation 
violations. 

— Able to handle slack line conditions. 

— Available during shut-ins 

— Accommodate all liquid hydrocarbons. 

— Can identify the location of a release. 

— Can display pressure trends. 

— Allow provisions to substitute manual override to specific status or values during periods when input 
data may be unavailable (e.g. communication outage, measurement failure, maintenance, etc.). 

— Provide data attributes associated with supporting field inputs and calculated data. 

— Identify the leak rate. 

— Accommodate commodity measurement and inventory compensation for various correction factors 
(temperature, pressure, density, meter factor). 

— Provide batch tracking including interface and anomaly markers. Compute bulk modulus, and 
perform inventory compensation. 

— Validate commodity release alarms using redundant analysis within the same method and / or 
redundant analysis between methods. 

— Account for effects of drag reducing additive. 

— Provide the necessary documentation and training to support self-guided navigation, maintenance, 
alarm definition, and theory of operation. 

— Vendor-provided technical support 

— Provide tools to support a controller’s decision-making. 

— provide an interface to allow alarming of a stand-alone CPM application to be integrated into the 
Pipeline Controller’s primary alarm processing system. 

— Provide audit trails of CPM actions taken by Pipeline Controllers and system developers. 

— Allows self-testing without affecting performance while the test is underway (see Section 6.2.1). 

Different CPM systems have different features, not all of which are listed here. Operators are advised to 
do research and compare systems based on their needs. 
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4.2.1 Performance Metrics 

Selection of a CPM system for a given pipeline involves evaluation of the required and expected (or 
estimated) performance of the system. Other aspects such as commercial considerations (e.g. use of a 
common system in a Control Center with multiple pipelines) or economic criteria (e.g. capital and 
operating cost of the CPM) may be considered but these are not discussed herein. 

The following categorizes and describes performance metrics for selection consideration. During the 
selection, the operator may place more weight or importance on one metric or another. A system should 
achieve a satisfactory balance between all four of these performance metrics. For a more complete 
description of these metrics please refer to Annex C. 

— Reliability. The measure of the CPM’s ability to render accurate decisions about the possible 
existence of a leak on the pipeline while operating within an envelope established by the CPM 
design. A system is considered more reliable if it consistently detects actual leaks without generating 
false alarms as defined by the operator’s alarm management plan / program. 

— Sensitivity. The composite measure of the size of a leak that a system can detect and the time 
required for the system to issue an alarm if a leak of that size should occur.  

— Accuracy. The validity of leak parameter estimates such as leak flow rate, total volume lost, type of 
fluid lost, and leak location are indications of CPM accuracy. 

— Robustness. The measure of the CPM’s ability to continue to function and provide useful information 
even under changing conditions of the pipeline (i.e. transients) or in conditions where data are lost or 
suspect. A system is considered robust if it continues to function under less than ideal conditions.  

5 Infrastructure Supports for CPM 

A CPM is not a stand-alone system. It depends upon field instrumentation, communications, and may be 
dependent on Supervisory Control and Data Acquisition (SCADA) infrastructure as a data source(s) and a 
vehicle to convey information to the controller (e.g. CPM data presentation and passing of CPM alarms). 
CPM systems utilize real-time data and may have other dependency interactions if the CPM is linked to a 
data historian. 

5.1 Field Instrumentation and Measurement 

This portion of the recommended practice discusses the selection, installation, calibration and 
maintenance of the field instrumentation and the measurement that is necessary to adequately support a 
CPM system. 

Different CPM applications may require specific types of instrumentation or levels of performance. Some 
methodologies may need specialized instrumentation that is only used by the CPM. An operator may 
want to consider the best practices for equipment and instrument installation as they relate to CPM.  
Instrumentation requirements for a specific CPM application should be integrated into the CPM 
installation and maintenance programs. 

5.1.1 Selection of Instrumentation and Measurement 

Different CPM applications require specific types of instrumentation and measurement for levels of 
performance. Some methodologies may need specialized instrumentation and measurement that is only 
used by the CPM. 

API Technical Report 1149, Pipeline Variable Uncertainties and Their Effects on Leak Detectability 
outlines the importance of instrumentation and measurement to CPM performance. The calculations of 
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API TR 1149 can demonstrate that additional and more accurate instrumentation and measurement 
increase CPM effectiveness and the calculations can be used to determine where the most cost-effective 
improvements can be made. Such analysis may be used repeatedly over the life of the pipeline system to 
achieve incremental performance improvement. The software developers or CPM providers may also be 
able to advise an operator on which instruments and measurements drive the CPM or influence the 
capabilities of the CPM applications as well as advise on what effects additional or upgraded 
instrumentation and measurement may have upon the CPM system. 

The quality of instrument data can affect the CPM system. Instruments should be selected considering 
the required measurement accuracy. Ranges and specifications should be carefully matched to pipeline 
operating design, pressure, flow, temperature, density, viscosity, etc., to make best use of the 
instrumentation. Since instrumentation accuracy is generally stated in terms of percent of full range, the 
smallest available range greater than the desired range is preferable. There is no value in over 
specification of instrumentation and measurement accuracy if CPM performance is limited by the 
instrumentation or measurement loop accuracy, or repeatability and resolution of the SCADA system.  

5.1.2 Installation of Instrumentation and Measurement 

Instrumentation and measurement should be installed in accordance to the manufacturer’s 
recommendations and consider stated accuracy and linearity. An operator may want to consider the 
industry best practices for instrumentation and measurement equipment and installation as it relates to 
CPM. For example: 

— Using buried temperature probes to avoid ambient factors. 

— Installing density and/or viscosity monitors at injection points where fluid properties are variable. 

— Installing pressure sensors at intermediate locations along the pipeline system to improve leak 
location detection. 

The placement of instrumentation in relation to the process equipment is important, and location should 
consider variations in operating conditions. Critical CPM instruments should be placed at locations where 
they will not be isolated during normal pipeline operations. For most CPM systems pressure, flow, and 
temperature are the most important data. Pressure should be measured where it best represents pipeline 
conditions and flow should be measured in an area where it can accurately be measured. For example, 
for inferential meters, at a location where there is a well-developed flow profile, temperature should be 
taken in a location that is representative of the process flow in the line or it may generate errors greater 
than results achieved without the input.  

The design of the instrumentation process piping and the instruments should be located to include 
provision for convenient testing and calibration of instruments with minimum disruption of pipeline 
operations. Refer to API RP 551, Process Measurement Instrumentation for more information. 

5.1.3 Calibration and Maintenance of CPM Instrumentation and Measurement 

The quality of instrumentation and measurement data can affect the CPM system. A CPM system that 
has adequate instrumentation and measurement to achieve the desired commodity release sensitivity 
may be limited in its effectiveness if the CPM receives inaccurate data. 

To maximize and maintain CPM performance, operators should prepare a CPM instrumentation list and a 
maintenance and calibration plan with procedures. This plan should recognize the importance of the CPM 
system to provide safe operation of the pipeline and provide for the priority repair of CPM critical 
instrumentation and measurement. The plan may result in instrumentation and measurement calibration 
practices that may exceed the requirements of applicable regulations. Some commonly used equipment 
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& instrumentation does not require calibration and this may be noted on the maintenance and calibration 
plan. 

In the CPM instrumentation and measurement calibration and maintenance plan, procedures should be 
developed to co-ordinate the test and re-calibration of field instrumentation with controllers and CPM 
system maintenance personnel, since re-calibration may affect availability and performance of the 
system. The procedures should include the date, time, person’s initials, and the events performed during 
the test. Instrumentation and measurement which requires calibration should be calibrated in accordance 
with the equipment manufacturer’s recommendations or operator policy. Operating experience may 
provide the basis for determining an appropriate test and re-calibration interval. The CPM system itself 
may be the best indication of the necessity to test and re-calibrate an instrument or measurement. 

5.1.4 Signal Conditioning 

Noise is that part of the signal received that does not represent the quantity being measured. Noise exists 
to some degree in all measured data. Noise may reduce the performance of the CPM system. 

Mechanical or electrical sources of noise should be reduced at the instrument. This may be accomplished 
by the installation of noise filters or reducing vibration at the installation site. Noise can also be reduced 
through software applications and other means. 

5.2 Communications 

This portion of the recommended practice discusses communication factors that can affect the quality and 
timeliness of the data required by the CPM system as well as the performance of the CPM system. 

As all CPM systems require reliable communications, CPM systems should be implemented with an 
understanding of all aspects of the underlying communication infrastructure, including:  

—  the communication medium and error detection used;  

—  communication message structure and timing; and  

—  analog deadbands..  

5.2.1 Communications Medium and Error Detection 

All data communications media are subject to noise and interference that may cause data corruption. There 
is a varying degree of quality between the different forms of communication media used and operators 
should evaluate the quality of their communication medium infrastructure as it impacts CPM performance.  

Most SCADA systems are designed to detect and reject communication corrupted messages. ‘Data quality 
bits,’ (sometimes called data attributes) that are available through the SCADA system can be useful to 
indicate lost messages and other information about the data (e.g. off-scan, manually entered, etc.). Ideally 
these status data should be used by the CPM system to identify missing, suspect, or conditional data. 

5.2.2 Communications Message Structure, Data Collection, and Timing 

SCADA systems gather data from field instrumentation using such Data Acquisition Devices known as 
Remote Terminal Units (RTU), Programmable Logic Controllers (PLC), Field Data Acquisition Servers 
(FDA), and/or Flow Computers (FC). Each of these Data Acquisition Devices may be interchanged for 
specific applications on the pipeline system. In this recommended practice the term RTU is used to cover 
all of these Data Acquisition Devices. The specifications of the messages between these devices and the 
SCADA system or the Control Center Computers are collectively referred to as the communications 
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protocol. The CPM system should be implemented with an understanding of the underlying 
communications protocol. 

The communications is said to be ‘polled’ when the SCADA system or control center computer requests 
data from each field location in turn. The time interval required to poll all field locations and return to the 
first field location is referred to as ‘poll time’ or ‘scan time.’ To improve the scan time on slower 
communication channels and to gain efficiency on the communications channel, some protocols permit 
the field locations to respond with only the data that had changed since the previous poll. Such protocols 
are referred to as ‘Report-by-Exception.’ In polled systems the variation in reporting times from one field 
location to another is called ‘time skew.’ The software developers or CPM providers may also  consider 
the impact of time skew in the data. 

Communications may also be non-polled, meaning this protocol is a variation of Report-by-Exception. 
The approach may also be called ‘quiescent’ or ‘unsolicited.’ This protocol operation refers to Data 
Acquisition Devices which report without being polled either on a time scheduled basis or when field data 
changes. See Section 5.2.3 for a description of analog data change. For Report-by-Exception protocols 
that use this approach, have no defined scan time so the age of an item of data may be in question. To 
deal with this situation, some SCADA systems generate ‘time tags,’ either in the RTU at the time data 
changes or in the control center computer at the time the data is received. Time tags may be used by 
CPM systems designed to analyze transient conditions in the pipeline. 

Some SCADA systems can capture instantaneous volumetric measurement simultaneously at all 
locations. This feature is usually called accumulator freeze or data snapshot and effectively permits all 
volume data to be interrogated at one reference time. CPM systems not equipped to handle time tags 
may use this method to eliminate time skew. 

5.2.3 Analog Deadband 

Measured variables from instrumentation are typically called SCADA analogs. Report-by-Exception 
protocols and Quiescent systems that report changed data sometimes permit analog deadbands. When 
the analog deadband is enabled, the value of the analog changes more than the deadband value before 
the new value is reported. 

Analog deadbands are generally used to reduce traffic on the communications channel. Flicker or step 
changes in the analog signal appear to be a valid change in data in Quiescent and Report-by-Exception 
systems. Deadbands, however, introduce a level of noise that may be counterproductive for CPM 
methodologies that analyze the flicker for pattern changes. 

When the precision of the SCADA system's analog-to-digital conversion hardware exceeds the 
repeatability of the sensor, the precision should be reduced using an analog deadband. Care must be 
taken not to use an excessively large analog deadband since this technique effectively reduces the 
precision of the analog value.  

5.3 SCADA 

The SCADA system is a computer-based system. A SCADA system’s data acquisition function includes 
gathering real-time data through a communication network. A SCADA system’s control functions include 
controlling field devices. SCADA systems may archive data and provide warnings and alarms to the 
controller. 

Generally, CPM systems use data gathered by the SCADA system, but some systems may gather data 
independently. Automated CPM systems may be interfaced bi-directionally with the SCADA system to 
receive pipeline data as it becomes available and to provide data back to SCADA or return alarm 
conditions to the SCADA system for alarm management utilities. Automatic transfer of the data makes it 
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possible for the CPM system to analyze the data at a faster rate. Such automation requires that all 
necessary data are available from the SCADA system or other sources. 

The data processing function in the SCADA system is responsible for converting the data to a format 
suitable for display and use by applications such as CPM systems. This section describes data 
processing features that affect CPM system as well as the performance of the CPM system. 

5.3.1 Time Tagging 

Time tags record when a data point was last updated. Some systems generate the time tags in the RTU, 
but it is more common for the SCADA system or control center computer to create the time tag at the time 
the data are either acquired or processed. Time tags, preferably originating at the RTU, can be used by 
the CPM system to reduce the effect of time skew, especially for accumulator values when a data freeze 
function is not available. 

5.3.2 Data Quality 

Data quality information may be stored with processed data. Typical data quality values that effect CPM 
systems include: 

— ‘Non-updated’ or ‘old data’ caused by a RTU that is not responsive. 

— ‘Off-scan,’ when a RTU has been taken off-line. 

— ‘Manual data’ when manually entered data override interrogated values. 

— ‘Range error’ when an analog value falls outside specified hardware limits. 

— ‘Alarm inhibited,’ when the data is inhibited from alarming, even if out of tolerance (typically used 
during maintenance activities). 

Data quality values may be used by the CPM system to help recognize and compensate for suspect data.  

5.3.3 Analog Processing 

Analog values typically represent measured variables such as pressure, temperature, density, viscosity, 
or flow rate, but can also represent items such as tank levels. The analog values are usually compared to 
predefined threshold values to detect when the values fall outside the desired range. The Rate of Change 
(ROC) is a calculated value, which is defined as the change of an engineering unit value per predefined 
time period. For Quiescent and Report-by-Exception systems, some type of smoothing algorithm, 
independent of the scan time, is usually needed to prevent the calculation of unrealistic ROC values for 
CPM approaches. 

CPM systems generally rely on the scaled analog values and may also use sensor inputs that are 
external to the pipeline, including ground temperature.  

5.3.4 Status Processing 

Status data record the state of an item of field equipment.  

CPM systems may need status information to determine pipeline configurations or if transient conditions 
are the result of changes in equipment state. An event log may be a good source of information when 
interpreting CPM alarms. 
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5.3.5 Accumulator Processing 

Accumulator values represent an accumulated total of some process quantity since the start of the 
totalization process. In liquid pipeline SCADA service, accumulators are typically used to record 
volumetric or mass quantities passing a given point in the pipeline system.  

5.3.6 Alarm Processing 

Alarms are a special case of events that indicate a transition into an abnormal state. The return transition 
to the normal state is generally referred to as 'return to normal'. Alarms can be either transitory or 
continuous in nature. Transitory alarms have no return to normal state and are simply an indication that 
something has occurred such as a two-minute warning before a batch arrives or a ‘pig signal’ that a 
scraper has passed a station. Continuous alarms require a change to return to a normal state, such as a 
high-pressure alarm or a leak alarm. 

5.4 Integration of CPM and SCADA 

CPM systems may be closely integrated with the SCADA system. When CPM alarms and processed data 
are sent back to SCADA, they can be integrated into the standard SCADA displays. Maintaining a familiar 
method of data presentation can facilitate proper interpretation of the data by the controller.  

All displays and data should be easily accessible by the controller to aid in operations of the CPM system 
along with the SCADA system. The hardware design should provide sufficient resources, either by 
organization of displays or providing enough displays to present needed information for analyzing alarms. 

5.5 Data Historian  

CPM systems may store data values to a historical database. Historical information retrieval is valuable 
for re-play of the CPM: to examine or analyze normal operation, irregular operating conditions, or 
abnormal operating conditions; for controller training; or to validate and sometimes improve sensitivity, 
accuracy, and robustness of CPM.  

Alarm and event data should be retained per the operator’s data retention policy. 

A combination of historical and re-play data may provide the ability in some systems to recreate a series 
of events in a CPM system. 

6 CPM Operation, Maintenance, and Testing 

This section describes the operation, maintenance, testing, data retention, and documentation for a CPM 
system. 

6.1 CPM Operations 

CPM systems employ an inference engine and an alert algorithm that are defined for a given pipeline and 
its instrument and measurement data, configuration data, and product accounting data. The inference 
engine may use hydraulic calculations, or it may calculate data to infer the pipeline parameters. The alert 
algorithm considers inferred data and/or actual data and should issue an alarm if a limit is exceeded, for 
example, a mass conservation algorithm or a statistical algorithm’s defined limits.  

In the context of CPM, an alarm is a presentation of data concerning an abnormal or emergency event on 
the pipeline to the controller (via a SCADA system Pipeline Controller interface or a separate interface). 
An alarm could be triggered by many causes including equipment or data failure, an abnormal operating 
condition, or a commodity release.  
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6.1.1 Categorization of CPM Leak Alarms 

CPM alarm causes can be subdivided into three broad categories, which are: possible commodity 
release, data failure, and irregular operating condition. Many CPM systems provide just one type of alarm 
and so in this case the determination of the cause and categorization of alarm should be made by the 
person who evaluates the alarm or by software that provides the cause or probability of cause.  

The final determination of whether the alarm indicates a commodity release should be made by a Pipeline 
Controller who will use the CPM and SCADA system output to determine with a reasonable level of 
certainty the alarm’s category. 

Alarms should be considered as a possible commodity releases unless they are confirmed to be data failure 
or irregular operating condition alarms. 

Other means of classifying alarms exist, and operators may use their own classification systems.  

6.1.1.1 Possible Commodity Release 

This category of alarm may be generated when the CPM system indicates a possible commodity release. 
In the case of closed loop control (which may be possible on some pipeline systems) the CPM system 
may automatically initiate action to shut down the pipeline.  

The procedures that the controller should follow under this situation should be defined by the operator. 

6.1.1.2 Data Failure 

This category of alarm may be generated when critical CPM input data are missing or are determined to 
be incorrect. This class of alarms may also be called system impaired alarms. An example of missing 
input data would be a communication failure at a metering location. An example of incorrect data would 
be a pressure instrument that consistently reports values that have no hydraulic relation to other pressure 
and flow data on the pipeline. In this case the instrument may be out of calibration or locked at a fixed 
value. These incidents may be presented as types of data failure alarms. These data failure alarms could 
be automatically generated by the SCADA system, CPM system, or as manual entries in a controller’s 
shift log. Some CPM systems indicate the impact the data failure has on continued CPM operation. The 
impact of this class of alarm could range from no effect to the disabling of the CPM system.  

The procedures that the controller should follow under this situation should be defined by the operator. 

6.1.1.2.1 CPM System Failure 

This category of alarm may be generated when the CPM system has failed, and the impact would be total 
loss of this type of leak detection. The identified failure of one or a series of measured or calculated data 
points should not trigger a leak declaration. The internal CPM analysis utility should be able to identify 
data failures and alert the controller that this problem exists. 

6.1.1.3 Irregular Operating Condition  

This category of alarm may be generated when a pipeline is operating in a manner the CPM system has 
not been designed and configured to accommodate. For example, this type of alarm can occur during 
slack line or column separation on a pipeline which seldom experiences this condition.  

The procedures that the Pipeline Controller should follow under this situation should be defined by the 
operator. 
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6.1.2 Alarm Response Considerations 

The operator’s procedures should require that all CPM alarms be evaluated. CPM alarms should be 
investigated to determine their cause and determine if action should be taken. 

Many CPM systems provide just one type of alarm, a commodity release alarm. The operational 
responses to a CPM system alarm should consider these factors: 

— All CPM alarms should be assumed to be valid until they are investigated. 

— Other indications of a LOC should be considered. 

— All CPM alarms have a cause. 

— Past instances of alarm causes can be a useful guide in alarm evaluation, but every alarm should be 
evaluated individually, and assumptions of previous causes should not be readily made. 

Operational response to a CPM system alarm would normally include an investigation and possibly 
remedial action. 

Further information on alarm response can be found in API RP 1168 and API RP 1175. 

6.1.2.1 Automated Pipeline Shutdown 

Automatic closed-loop control response to alarm conditions that includes automatic valve closure requires 
a detailed transient analysis of the pipeline hydraulics prior to implementation. Automatic valve closures 
can potentially result in excessive surge pressure in liquid pipeline systems. If automatic valve closures 
are implemented, then the controller should have the capability to override or disengage the automatic 
system for just cause. The controller should not have the capability to override a decision by the 
automated system to not close a valve.  

6.1.3 CPM System Credibility and Review 

A CPM system design goal is to maximize the system sensitivity to leaks or to find all leaks within the 
capabilities of the system and to minimize the occurrence of a leak declaration until the alert algorithm 
within the CPM indicates, with a high probability, the presence of an actual commodity release.  

An excessive number of alarms detracts from system credibility and may create complacency. It is 
suggested that the cause and number of CPM alarms should be reviewed on a periodic basis to attempt 
to reduce the number of false CPM alarms considering system sensitivity. There is a balanced 
relationship between the number of CPM alarms and the sensitivity of the CPM system. 

For further information on KPIs, see API RP 1175. 

6.2 System Testing 

This section outlines testing methods and intervals to be considered for a CPM system. Testing of CPM 
systems is performed to establish a baseline of achieved performance for new CPM systems, or when 
there are changes to the CPM or the pipeline system that warrant re-evaluation of system performance, 
or for periodic evaluation of actual system performance.  

The primary purpose of testing is to assure that the CPM system will alarm if a commodity release occurs. 
Another purpose of testing may be to assure that data failure alarms, system failure alarms, and irregular 
operating condition alarms function as expected. 



This document is not an API Standard; it is under consideration within an API technical committee but has not received all approvals required to become an API 

Standard. It shall not be reproduced or circulated or quoted, in whole or in part, outside of API committee activities except with the approval of the Chairman of the 

committee having jurisdiction and staff of the API Standards Dept. Copyright API. All rights reserved. 

 

There are two primary types of tests: 

- Functional testing – tests to verify if a system can trigger an alarm during a commodity release. 

- Performance-based testing – tests to measure CPM sensitivity and the promptness of an alarm. 

Prior to testing, careful planning should be considered as to the reasons for the test and methods that will 
be employed and the process and procedures that will be followed. The test should be well managed to 
make sure it accomplishes objectives of the test plan. 

Consideration should be given to the potential for a reduced level of pipeline monitoring during a CPM 
system test. The control center should be aware that an actual commodity release can occur 
simultaneously with the CPM system test and that an actual commodity release may be disguised or 
misdiagnosed during the test interval. 

6.2.1 Testing Methods 

CPM systems should be tested to alarm state with actual or simulated commodity removal. The test 
method and testing parameters should be chosen to be representative of line operating conditions. 

Possible testing methods include: 

— Fluid withdrawal tests 

— Simulated leak tests 

— Manipulating discrete instrument inputs. 

CPM tests may be ‘announced’ or ‘unannounced.’ An announced test is started with the awareness of the 
controller and tests only the CPM system. An unannounced test is started without the knowledge of the 
controller and tests the CPM system as well as the response of the controller. Generally, unannounced 
tests are used only if the performance of the CPM system has been established by previous successful 
announced tests.  

The location of the test may be varied from one test to the next so the CPM system experiences leak 
tests at various locations. This may increase the confidence in the capabilities of the CPM system. In 
addition, the test may be performed at more than one withdrawal or simulated withdrawal rate or 
operating condition so the time and leak rate response of the CPM can be evaluated over a range of 
possible leak scenarios. 

6.2.2 Initial Tests during CPM Commissioning 

A new CPM system should be tested to verify that it has achieved the design or expected performance 
and to establish a baseline of performance. Throughout the installation and commissioning procedure, 
there may be a number and variety of tests. These tests ascertain the ability of the CPM system to 
function under varying operating conditions that are indicative of line operations. Initial tests may use 
simulated commodity releases. Consideration can be given to testing by actual removal of commodity 
from the pipeline for the final system test because the final test before acceptance will establish the 
baseline. 

Subsequent CPM implementations on similar pipelines that employ the same CPM methodology may be 
able to use different initial test methods and may be able to take advantage of CPM work and testing on 
other pipelines. 
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Initial CPM tests should be rigorous and be planned and executed using good engineering and technical 
judgment on issues such as test methods employed, commodity loss rates, and situations to be 
simulated. 

Testing, operating experience, offline modeling, or an API TR 1149 type analysis or other theoretical 
analysis of the CPM/pipeline may establish the CPM baseline.  

6.2.3 Periodic Retesting 

CPM retesting of applications is necessary on a periodic basis to confirm the continued effectiveness of the 
CPM. Retesting should be documented in test records. 

CPM applications should be tested on a 5-year interval to confirm the CPM system’s continued 
effectiveness. It may not be necessary to test each pipeline system that uses the same CPM application, 
but consideration may be given to rotation of the tested pipeline and to varying the location of the test from 
one test to the next. Testing should be conducted in a manner consistent with producing results that are 
repeatable from test-to-test to assure that the leak threshold of detection does not vary widely or increase 
over time. The retest may use the same method employed in the initial tests or may use another test 
method.  

Demonstrated performance of a CPM system, such as successful detection of a commodity release, may 
be an acceptable substitute for periodic retesting if it establishes the CPM’s continued effectiveness. A 
successful identification of an actual commodity release, by an in-production CPM, shall be considered as 
sufficient for resetting of the retesting interval. 

Subsequent tests may not be as rigorous as the initial tests. If no changes have been made to the pipeline 
or the CPM during the retest interval the re-test will be a confirmation test only. 

6.2.4 Change-driven Testing 

CPM systems should be retested following significant changes to ensure that their functionality is not 
impacted. Operators should use discretion in deciding what constitutes a significant change. Examples of 
changes which might be significant can include, but are not limited to: 

— Major changes to the pipeline configuration. 

— Major software configuration changes or addition of features. 

— Major changes to pipeline operating conditions. 

— New versions of the CPM software. 

— Major instrument and measurement equipment additions or changes. 

— Major SCADA system updates. 

The decision to perform change-driven testing should be based upon individual analysis of the possible 
effect on performance and on a line-by-line basis. Consideration should be made as to how to document, 
if necessary, this analysis. In the case of pipeline configuration changes, testing similar to initial or periodic 
testing should be considered. Other changes may be tested using an actual commodity release data set, a 
data set from a leak test, a test simulation, or other off-line system testing. 

The operator should determine which method is best suited to test the CPM system following significant 
changes. 
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When change-driven tests are documented in accordance with Section 6.2.6, such tests may be considered 
a periodic retest and set the start of a new testing interval. 

6.2.5 CPM Systems Diagnostics 

Some CPM systems may be capable of running self-diagnostics on a scheduled basis. Such diagnostics 
may monitor the health of the CPM system and may create CPM alarms. This may be a desirable system 
feature if the disruptive effect of these alarms on the controllers can be minimized. 

CPM systems self-diagnostics do not meet the criteria for periodic retesting or change-driven testing. 

6.2.6 Test Records  

Records detailing the reasons for the tests, the test parameters and methodology, and the test results 
should be recorded and retained for initial tests and for retests. The details of at least two previous tests 
should be retained. Details of any actual commodity release, if that event is considered as a retest, should 
be retained as part of the two previous tests. 

The operator determines the requirements for test documentation. Considerations for what information to 
include in the test records include: 

— Date, time, and duration of the test. 

— Technical reasons for the test that documents the reasons the test is to be performed and why the 
methodology and parameters have been chosen. 

— Method, location, and description of the commodity withdrawal when used. 

— Operating conditions at the time of the test. 

— Details of any relevant alarms generated during the test. 

— Summary of the performance of the CPM system during the test 

Test results should be considered part of the ‘Check’ process identified in API RP 1175. Improvements to 
the CPM system made following a test should be considered part of the ‘Adjust’ process. 

6.3 Operating Issues  

For an operating CPM system, the following issues should be considered: 

6.3.1 Security 

Refer to API Std 1164 for general cybersecurity provisions. Additional security privileges should be added 
for any CPM user interface device, parameter, alarm inhibit, and/or limit which could interfere with or 
degrade the performance of the CPM. 

6.3.2 Parameter Changes  

Provisions should be made against any alarm, parameter, and or sensor being inhibited without cause. 

Parameter changes can be made in several ways. These changes should be coordinated or otherwise 
managed. Any changes should be logged.  
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A logging entry should include date, time, parameter, original setting, new setting, and person performing 
the change. 

All CPM alarms and controller-initiated commands and events, which are part of data retention, may be 
stored in hard copy or “read only” format. All “read only” files should be protected from loss and unauthorized 
tampering. 

The pipeline operating company should develop and implement a revision and release policy for software 
and firmware used within a CPM system. 

Consideration may be given to allow the controller to make changes to parameters that are important in 
day-to-day or shift specific operation. The CPM system design may include provisions to allow the controller 
to modify and adjust parameters within fixed boundaries. Changes by the controller that affect the long-
term operation of the CPM system should not be allowed. 

The ability to make changes in the CPM system should only be accessible to authorized personnel and 
under the control of appropriate written procedures. Such changes should be recorded in an automatic log 
or in the shift log. 

6.3.3 Pipeline System Maintenance Activities  

The controller should be informed or have an indication whenever a CPM system sensor is inhibited and or 
disabled which causes the system to operate in a degraded mode. This may include the sensor’s calibration 
problems, communications problems, and software failures. This indication when identified could be 
provided by the SCADA system or other data gathering methodology if not integral to the CPM system.  

Provisions should be made to minimize the effect of maintenance on the performance of the CPM system 
during periods of hardware, software, and field equipment maintenance and system upgrades. 

System maintenance should be performed under the control of maintenance procedures, which address 
the effect of field and system maintenance on CPM performance. The procedure may also address the 
communications requirements between maintenance personnel and the controller . 

6.4 CPM System Data Retention 

The retention of data and reports from a CPM system may be governed by several factors including the 
requirements of regulations, company policy, engineering and operations requirements and the controller 
training requirements. Careful consideration of what should be retained is recommended. The 
considerations should include what types of data and information may be useful or helpful in the future (e.g. 
a dataset from a leak or leak test that can be used to verify CPM performance after changes have been 
made to the system).  

All occurrences of a leak declaration should be historically documented including controller responses. 
Historical retention periods may vary between Operators. 

6.5 CPM Documentation 

Each CPM system employed on a pipeline system should be fully described and the documentation should 
be readily available for reference by the users and by those employees responsible for the maintenance 
and support of the CPM system. Documentation can include; 

— A general description of the CPM outlining its principles of operation. 

— A tabulation of the inputs used in the CPM procedure for each pipeline segment. 
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—  A summary of how various products transported can affect the CPM system; 

— An elevation profile. 

— A list of special considerations or step-by-step procedures to be used in evaluating CPM results and 
for requesting assistance with alarm evaluation. 

— Details of the expected performance of the leak detection system under normal and abnormal 
conditions; and the effects of system degradation on the leak detection results. 

— CPM controller training manuals or information. 
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Annex A 

Discussion of CPM Thresholds  

(informative) 

This annex discusses and illustrates that CPM is a pipeline tool designed to detect leaks within its 
capabilities. It may detect commodity releases or hydraulic anomalies that look like releases. Similar to any 
other tool, the CPM system is designed for a specific purpose and has its limitations. Limitations can be 
due to many reasons, which are discussed below.  

Figure A.1 shows increasing sizes of commodity releases and which techniques can find leaks in the leak 
ranges: 

Figure A.1 – CPM Releases & Techniques 

 

Important concepts: 

— The volume of product loss that occurs in any leak will be different for each individual pipeline. 
Therefore, it is impossible to specify a the performance of a CPM system independent of the pipeline 
where it is applied.  

— Operating conditions of the pipeline (steady state or transient) influence the minimum size of 
commodity release that can be detected so CPM detection limits are not fixed. During transients the 
detectable limit may be higher. API TR 1149, for example, provides a method to calculate theoretical 
detection limits. 
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— Performance of a CPM is governed by uncertainties in instruments, data scan rates and resolution, by 
knowledge of the physical details of the pipeline, and by the noise of the data used by the CPM. For 
example, less accurate data or instruments may affect threshold and/or detection time. 

— There will be a leak size limit below which the CPM is not capable of detecting a leak. 

— Different CPM methods will find different sizes of leaks. 

— Performance of Conservation of Mass CPM systems (the most common applications of a CPM) is 
influenced by the time over which the leak occurs and the magnitude of the leak. A commodity release 
at a high rate may exceed the CPM threshold quickly whereas a leak at a smaller rate will take longer 
to exceed the CPM threshold. Other factors that need to be considered for Conservation of Mass 
systems: 

— Slack line flow affects the volume in/out relationship. 

— The line pressure at the leak site affects the leak rate. 

— Transient events increase uncertainties. 

— Some applications are optimized to find small leaks over a long time window. 

— A slower instrument or SCADA scan rate provides CPM data more slowly and may increase time 
skew. 

— At lower flow rates the CPM may be less sensitive. 

— Line pack uncertainty is influenced by fluid temperature. 

— Longer balance sections have a greater uncertainty in the line pack and take longer to react to 
operational changes. 

— Fluid characteristics have a large impact on line pack uncertainties 
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Annex B 

Description of Types of Internal Based CPM Systems 

(informative) 

A CPM system is comprised of two parts, which are called an Inference Engine and an Alert Algorithm. 
Figure B.1 shows the two parts. 

The inference engine accepts data from instruments on the pipeline. For CPM systems the most common 
being: flow meters, pressure sensors, temperature sensors, densitometers, and equipment status . The 
data may be used in calculations to produce new values pertinent for leak detection purposes. The values 
are then passed to the alert algorithm. 

The alert algorithm accepts values from the inference engine and/or data from field instruments and 
analyzes the values to determine if an alarm should be generated. It also determines what type of alarm 
should be generated. 

 

 

 

 

 

 

 

 

 

 

 

Figure B.1 – CPM Systems 

There are two primary technologies used in CPM systems: Conservation of Mass or Mass Balance 
methods; and Signature Recognition methods. Conservation of Mass methods work on the principle that 
whatever enters the pipeline should equal whatever exits the pipeline adjusted for change in inventory. 
Signature Recognition methods consider the relationships of system pressure and/or flow, or recognize 
anomalies in sensor outputs on the pipeline.  

Common names and types of CPM techniques are described below. These are included here to provide 
more vocabulary for the reader of this document and were outlined in the previous versions of this 
document. 

 

Instrument Data 
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B.1 Line Balance CPM Techniques 

These meter-based methods determine the measurement imbalance between the incoming (receipt) and 
outgoing (delivery) volumes. The imbalance is compared against a predefined threshold for a select time 
interval. The imbalance is typically monitored over several time periods or windows (e.g. 15 minutes to 24 
hours, also weekly and monthly) to detect commodity releases of different sizes. 

The capabilities of the basic technique (i.e. simple meter in/meter out comparison) can be enhanced by 
correcting the meter readings to standard conditions and by compensation for changes in line-pack due to 
temperature and/or pressure and/or commodity characteristics. Good engineering practice should be 
applied to determine the CPM’s requirement for line-pack correction. 

Names that are used for enhanced line balance techniques are: Volume Balance, Modified Volume 
Balance, and Mass Balance. 

Volume Balance – Comparison of the corrected volume of fluid entering the system to the corrected volume 
exiting the system.  

Modified Volume Balance – An enhancement of Volume Balance CPM that compares the measurement 
of corrected volume entering the system to the volume exiting the system and accounts for changes in 
the inventory of the pipe. 

Mass Balance – A mathematical process that considers the fluid injected, delivered and the change in 
inventory of the pipeline so all the fluid is accounted for. 

These systems use Conservation of Mass CPM techniques. 

B.2 Real Time Transient Model (RTTM) CPM 

The fundamental enhancement that a RTTM provides over the enhanced Line Balance methods is that it 
compares the model directly against measured data (primarily pressure and flow) rather than use the 
calculated values as inputs to volume balance. Extensive configuration of physical pipeline parameters 
and commodity characteristics are required to design a pipeline specific RTTM. The application software 
generates a real-time transient hydraulic model by this configuration with field inputs from meters, 
pressures, temperatures, and densities at receipt and delivery locations, referred to as software boundary 
conditions. Fluid dynamic characteristic values will be modeled throughout the pipeline, even during 
system transients. The RTTM software may compare measured data for a segment of pipeline with its 
corresponding modeled conditions. 

A RTTM uses a Conservation of Mass CPM technique although it is possible to utilize Signature 
Recognition in a RTTM. 

B.3 Statistical Analysis CPM 

The degree of statistical involvement varies widely with the different methods in this classification. A 
sophisticated statistical approach may calculate the probability of commodity release against the 
probability of no-commodity release. Pressure and flow inputs that define the perimeter of the pipeline are 
statistically evaluated in real-time for the presence of patterns associated with a leak. A probability value 
is assigned to whether the event is a commodity release. The analysis can, with suitable instrumentation, 
provide intelligent alarm processing which reduces the number of alarms requiring Operator analysis. This 
type of CPM methodology does not require an extensive database describing the pipeline.  

The Statistical Process Control (SPC) approach includes statistical analysis on pressure and/or flow. SPC 
techniques can be applied to generate sensitive CPM alarm thresholds from empirical data for a select 
time window. SPC may use line balance data from normal operations to establish historical mean and 
standard deviations. If the mean value of the volume imbalance for the evaluated time window increases 
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statistically, the CPM system will give a warning. An alarm is generated if the statistical changes persist 
for a certain time period. SPC approaches can correlate the changes in one parameter with those in other 
parameters over time intervals to identify a hydraulic anomaly. 

Statistical analysis CPM systems can utilize either Conservation of Mass techniques or Signature 
Recognition techniques or both techniques. 

B.4 Pressure/Flow Monitoring CPM 

Pressure/Flow Monitoring CPM examines the relationship between various sensors’ outputs and applies 
an algorithm to determine if they indicate an anomaly. 

Generally, more simplistic Pressure/Flow Monitoring techniques that alarm a single variable such as 
pressure/flow-rate deviation and pressure/flow-rate limit monitoring, although providing valuable 
information to the Controller, are not considered CPM systems. 

CPM Pressure/Flow Monitoring techniques should make use of an inference engine and generally use 
multiple variables to alert the Controller of a possible leak. 

Pressure/Flow Monitoring CPM usually utilizes Signature Recognition techniques. 

B.5 Negative Pressure Wave 

Negative Pressure Wave techniques take advantage of the rarefaction waves produced by the onset of 
the leak. The onset of the leak produces a sudden drop in pressure at the leak site. The leak generates 
two negative pressure or rarefaction waves, one traveling upstream and the other downstream.  

For this CPM sensors capable of detecting the pressure wave are installed at selected locations on the 
pipeline. The transmitters continuously measure the fluctuation of the line pressure. A rapid pressure drop 
and recovery is reported to the central facility. At the central facility, the data from all monitored sites 
should be used to determine whether to initiate a CPM alarm. Negative pressure wave techniques may 
use time of flight to assist with locating a leak. 

Negative Pressure Wave CPM utilizes Signature Recognition techniques 

B.6 Acoustic 

Acoustic techniques utilize the continuous pressure variations caused by a leak. The pressure differential 
between the inside of the pipe and its environment causes pressure instability within the fluid.  

For this CPM, sensors capable of continuously measuring the fluctuation of the line pressure are installed 
at selection locations on the pipeline. The transmitters continuously measure the fluctuation of the line 
pressure. 

Acoustic CPM utilizes Signature Recognition techniques. 


